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SUMMARY��OF��RESULTS��
��

AREAS��REVIEWED��AND��RESULTS�� RECOMMENDATIONS��
MANAGEMENT’S��RESPONSES��

AND��ACTION��PLANS��
Purchasing��Cards��
The��auditor��reviewed��twelve��months��
of�� reconciliations�� logs�� for�� all��
cardholders��(when��available)��and��a��
sample��of��35��transactions.��The��auditor��
found��several��types��of��exceptions��–��
missing�� bank�� statements�� and��
reconciliations,��a��missing��cardholder��
signature,��a��late��approver’s��signature,��
tax��charged,��a��missing��receipt��and��use��
of��the��card��for��prohibited��items.��

Remind��cardholders��and��approvers��of��
the��following:����
�x Reconciliations�� should�� be��

completed��and��signed��by��the��5th��of��
the��month.��

�x Bank�� statements�� must�� be��
maintained.����

�x The��purchasing��card��should��not��be��
used��for��gift��purchases.����

�x Aramark�� attendees�� must�� be��
documented.����

�x Receipts��must��be��maintained.��
�x Tax��should��not��be��charged��for��

purchases��made��on��the��card.����
��
Require��cardholders��to��attend��the��in��
person�� purchasing�� card�� training�� or��
review�� the�� annual�� training�� in��
Blackboard��as��needed��when��repeat��
issues�� are�� noted�� with�� their��
reconciliation��logs.����

Purchasing�� Card�� records,��
receipts,��and��documentation��will��
be�� housed�� ��
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exceptions��of��manual��timesheets��not��
matching��the��hours��entered��into��WTE.����
��
We��found��that��the��current��written��
procedure��for��timekeeping��does��not��
match�� the�� actual�� process.�� The��
department�� currently�� completes��
manual��timesheets��while��the��written��
procedures�� are�� for�� the�� use�� of�� a��
timekeeping��software.��

Periodically�� sample�� timesheets�� to��
ensure��supervisors��are��completing��a��
thorough�� review�� and�� hours�� match��
WTE.����
��
Ensure�� that��written��procedures�� for��
timekeeping��and��the��actual��process��are��
congruent.������

move��on��electronic��scheduling��to��
improve��supervisor’s��access��to��
officers��approved��hours.������

Fixed��Assets��
The��auditor��reviewed��a��sample��of��19��
items��and��noted��that��5��of��the��items��did��
not��have��correct��locations��listed��on��the��
inventory.�� Three�� items�� had�� been��
previously�� surplussed,�� but�� not��
removed��from��the��inventory��by��the��
Office��of��Finance.��Also,��one��item��was��
believed��to��have��been��surplussed,��but��
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AUDIT��SUMMARY��

Office��of��Research��System��Owners:��
Khaled��Abul�rHassan,��Director��of��Patents��
Adam��Rubenstein,��Assistant��Vice��President��for��Research��Compliance����
Responsible��Vice��President:��Morris��Foster,��Vice��President��for��Research��

Auditor:��Glenn��Wilson,��IT��Audit��Manager��

Chief��Audit��Executive:��Amanda��Skaggs��

Audit��Report��Date:��06/05/2020��
��

Background��

The��Office��of��Research��utilizes��various��information��technology��applications��to��accomplish��its��mission.����The��audit��strategy��was��
to��identify��thesefor��an��in�rdepth��assessment��

based��on��their��strategic��importance��and��data��sensitivity.��IRBNet��is��a��compliance��and��productivity��application��for��human��subject��
and��animal��protocol��records.��Inteum��is��an��application��that��is��used��to��manage��i

ntellectual��property,��invention��disclosures,��
patents��and��copyrights.��Both��are��wholly��hosted��externally,��IRBNet��by��the��vendor��and��Inteum��by��the��ODU��Research��Foundation.��
In��hosted��software��as��a��service��(SaaS)��situations,��most��of��the��operational��and��data��security��risks��are��transferred��to��the��third�r
party��provider.��Assurance��of��an��adequate��control��environment��is��reliant��upon��specific��provisions��written��into��the��service��
agreement��based��on ��

and��compliant��manner.����Cybersecurity��processes��reviewed��included:��

�ƒ Typical��depar

tment��roles���r��Data��Owner,��System��Owner,��Application��and��Contract��Administrators
�ƒ Access���r��account��management,��user��roles,��application��configuration��and��security��controls
�ƒ Data��Management���r��integrity,��protection,��availability,��retention��and��regulatory��compliance
�ƒ Assets��and��Operation���r��system��risk��assessment,��business��continuity��and��recovery��planning

The��objectives��were��to��determine��whether��the��systems��owned,��operated��or��contracted��by��the��Office��of��Research��are:��

�ƒ Appropriately��controlled��to��ensure��that��data��integrity��is��maintained,��availability��meets��business��requirements,��access
is��authorized,��appropriate,��and��secured.

�ƒ Managed��in��accordance��with��applicable��standards��and��regulatory��compliance��commensurate��with��the��importance��and
sensitivity��of��the��underlying��information.

Overall��Risk��Exposure1�� Audit��Conclusion:��System��of��Internal��Controls��

���

1��Risk��exposure��is��based��on��the��inherent��risk��of��the��audited��area��and��not��the��results��or��conclusions��of��the
by��the��Office��of��Research��as��having��high��business��impact��and��
processing��confidential,��personally��identifiable��information,��
intellectual��property��and��trade��secrets.��

The��Office��of��Research��will��either��execute��an��MOU��with��ODURF��
to��ensure��co

nformity��with��ODU��hosted��technologies��standards��
or��transfer��the��system��to��complete��ODU��ownership��and��control.��
A��system��risk��assessment��will��be��conducted��prior��to��support��the��
action��taken.��
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The University Audit Department follows up with management as to the status of previously 
recommended corrective actions related to issues identified in previous audit reports. In accordance 
with the Statement of Policies of the University Audit Department, which was approved by the Board 
of Visitors, the Chief Audit Executive is responsible for ensuring that individual departments have taken 
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Summary Status by Executive Area 

 

Audit Engagement Title Report Date 
# of Issues Closed 
since 11/ 08/2019 

# of Issues Open 
as of 06/ 01/20 

 Academic Affairs 
 Distance Learning  11/23/16 1 0 
 College of Engineering and Technology  3/08/17 0 1 
 Confucius Institute 2015* 4/15/17 0 2 
 Confucius Institute 2016 and 2017* 3/01/19 0 2 
 Office of Study Abroad 8/15/19 3 0 
 International Programs 8/15/19 0 1 
 College of Health Sciences 8/27/19 3 5 
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Executive Area Audit Title  Audit Observation Category 
Report 
Date 

Original 
Due 
Date 

Status 

Student Engagement 
and Enrollment Services 

Institutional Scholarships Enhance Budget Reconciliations Control 8/15/19 11/01/19 Complete 

Academic Affairs Office of Study Abroad 

Reconciliations Control 8/15/19 1/30/20 Complete 

International Insurance Coverage Compliance 8/15/19 10/15/19 Complete 

Emergency Management Plans Compliance 8/15/19 1/30/20 Complete 

Academic Affairs International Programs Non-Credit Student Travel Programs Control 8/15/19 1/20/20 In Progress 

Administration and 
Finance 

Payment Card Industry 
Compliance 

PCI Required Awareness Training Control 8/26/19 4/30/19 Complete 

Academic Affairs College of Health Sciences 

Performance Evaluations 
Compliance 

and 
Effectiveness 

8/27/19 12/15/19 





Audits Area Estimated Hours Group Total

Athletics Business Office Athletics 350            
Facilities Events and Equipment and Tennis Center Athletics 300            
Office of Visa & Immigration Service Advising Academic Affairs 350            
Housing and Residence Life Student Engagement and Enrollment Services 350            
Budget Office Administration and Finance 350            
University Libraries Academic Affairs 350            
Cybersecurity: Intrusion Detection and Incident Response Administration and Finance 400            
Enterprise Service Bus Administration and Finance 400            
Banner Workflows Various 400            
Owens House Closeout Construction Audit Administration and Finance 140            

3,390                 
Annual Engagements Area Estimated Hours Group Total
Office of the President FY2020 Expenditures Office of the President 100            
Closeout Procedures for the Confucius Institute Academic Affairs 150            
Police Department Fiscal Activities FY2020 Administration and Finance 200            

450                    
Audits Started In Prior Fiscal Years Area Estimated Hours Group Total
Active Directory Administration and Finance 10              
Information Technology Services Administration and Finance 100            
Office of Research* Research 40              


