MEMORANDUM

TO: Board of Visitors Audit and Compliance Committee

Jerri F. DickseskiChair
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UNIVERSITAUDITDEPARTMENJIFOLDDOMINIONUNIVERSITY
Old DominionUniversity PoliceDepartmentFiscalActivities Engagement
FinalReportDate:January6, 2020 (ODUPDIN order for the de
on Accreditationfor LawEnforcement(CALEA)equireme
that “an independentaudit
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SUMMARYOFRESULTS

AREAREVIEWEBNDRESULTS

Purchasin@Cards

The auditor reviewed twelve months
of reconciliations logs for all
cardholders (when available) and a
sampleof 35 transactions.Theauditor
found severaltypes of exceptions—
missing bank statements and
reconciliations,a missing cardholder
signature,a late approver’ssignature,
tax charged,a missingreceiptand use
of the cardfor prohibiteditems.

RECOMMENDATIONS

Remindcardholdersand approversof

the following:

X Reconciliations  should be
completedandsignedby the 5th of

the month.

X Bank statements must be
maintained.

X Thepurchasingcardshouldnot be

usedfor gift purchases.
Aramark attendees must
documented.
Receiptanustbe maintained.
Taxshouldnot be chargedfor
purchasesnadeon the card.

X be

Requirecardholdersto attend the in
person purchasing card training or

review the annual training in
Blackboardas needed when repeat
issues are noted with their

reconciliationlogs.

MANAGEM ENT’BESPONSET
ANDACTIONPLANS

Purchasing Card records,

receipts,anddocumentationwill
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exceptionsof manualtimesheetsnot
matchingthe hoursenteredinto WTE.

We found that the current written
procedure for timekeeping does not
match the actual process. The
department currently completes
manual timesheetswhile the written
procedures are for the use of a
timekeepingsoftware.

FixedAssets

The auditor reviewed a sampleof 19
itemsandnotedthat 5 of the itemsdid
not havecorrectlocationslistedonthe
inventory. Three items had been
previously surplussed, but not

Office of Finance Also,one item was
believedto havebeensurplussedput

Periodically sample timesheets to
ensure supervisorsare completing a
thorough review and hours match
WTE.

Ensure that written procedures for
timekeepingandthe actualprocessare
congruent.

moveon electronicschedulingo
improve supervisor'saccessto
officersapprovedhours.
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HInformation TechnologyFY.
DITSUMMARY
Auditor: GlennWil
ChiefAudit Execut

Compliance
:nfor Research | Audit Report Date:

Background

nologyapplicationsto accomplishts missio

yIRBNefsacomplianceand productivityapy
bnthat is usedto managei

ly,IRBNeby the vendorandinteumbythe Ol
f the operationaland data securityrisksare
ironmentis reliant upon specificprovisions
ssmpactassessments.

Owner,Applicationand ContractAdministre
icationconfigurationand securitycontrols
ability retention andregulatorycompliance
tHhusinesscontinuity andrecoveryplanning

bwned,operatedor contractedby the Office

egrity is maintained,availabilitymeetsbusin

dsandregulatorycompliancecommensuratg

Audit ConclusionSystemof |

edareaandnot the resultsor conclusion®f the audit.




Activity and Status of Audit Issues Sins®vember2019

University Audit Department
June 12020




Activity and Status of Audit Issues Since November 2019

The University Audit Departmentollows up with management as to the status of previously
recommended corrective actions related to issues identified in previous audit reports. In accordance
with the Statement of Policies of the University Audit Departmevitich was approved by the Boa

of Visitors, theChief Audit Executivie responsible for ensuring that individual departments have taken
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Activity and Status of Audit Issues Since November 2019

Summary Status by Executive Area

. . # of Issues Close| # of Issues Oper|
Audit Engagement Title Report Date sincell/08/2019 | as of06/01/20

Academic Affairs

Distance Learning 11/23/16 1 0
College of Engineering and Technology 3/08/17 0 1
Confucius Institut€015 4/15/17 0 2
Confucius Institute 2016 and 2017 3/01/19 0 2
Office of Study Abroad 8/15/19 3 0
International Programs 8/15/19 0 1
College of Health Sciences 8/27/19 3 5
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Activity and Status of Audit Issues Since November 2019

Original
. i : : Report
ExecutiveArea Audit Title Audit Observation Category Date Due Status
Date
Student Engageme_nt Institutional Scholarships | Enhance Budget Reconciliations Control 8/15/19 | 11/01/19 | Complete
and Enrollment Services
Reconciliations Control 8/15/19 1/30/20 | Complete
Academic Affairs | Office of Study Abroad International Insurance Coverage Compliance 8/15/19 | 10/15/19 | Complete
Emergency Management Plans Compliance 8/15/19 1/30/20 | Complete
Academic Affairs International Programs Non-Credit Student Travel Programs Control 8/15/19 1/20/20 | In Progress
Admlnl_stratlon and Payme_nt Card Industry PCI Required Awareness Training Control 8/26/19 | 4/30/19 | Complete
Finance Compliance
Compliance
PerformanceEvaluations and 8/27/19 12/15/19
Effectiveness
Academic Affairs College of Health Sciences
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Audits
Payroll Benefits

Area
Administration and Finance

Athletics Business Office and Facilities Events and Equipmétitletics

College of Business and Public Administration

Higher Education Centers

Housing and Residence Life

Budget Office

Board Governance

Cybersecurity: Intrusion Detection and Incident Response
Enterprise Service Bus

Annual Engagements

Office of the President FY2019 Expenditures

Agreed Upon Procedures for the Confucius Institute 2018
Police Department Fiscal Activities

Audits Started In 2018-2019
College of Health Sciences
Active Directory

Information Technology Services
Office of Research*

NCAA Compliance (Financial Aid)

Academic Affairs
Academic Affairs

Group Total
300
400
350
300

Student Engagement and Enrollment Services 350

Administration and Finance
Board of Visitors

Administration and Finance
Administration and Finance

Area

Office of the President
Academic Affairs
Administration and Finance

Area

Academic Affairs
Administration and Finance
Administration and Finance
Research

Athletics

300
250
400
400
3,050
Estimated Hours Group Total
100
200
200
500
Estimated Hours Group Total
130
240
475
160



Audits Area Estimated Hours Group Total
Athletics Business Office Athletics 350
Facilities Events and Equipment and Tennis Center Athletics 300
Office of Visa & Immigration Service Advising Academic Affairs 350
Housing and Residence Life Student Engagement and Enrollment Services 350
Budget Office Administration and Finance 350
University Libraries Academic Affairs 350
Cybersecurity: Intrusion Detection and Incident Response Administration and Finance 400
Enterprise Service Bus Administration and Finance 400
Banner Workflows Various 400
Owens House Closeout Construction Audit Administration and Finance 140
3,390
Annual Engagements Area Estimated Hours Group Total
Office of the President FY2020 Expenditures Office of the President 100
Closeout Procedures for the Confucius Institute Academic Affairs 150
Police Department Fiscal Activities FY2020 Administration and Finance 200
450
Audits Started In Prior Fiscal Years Area Estimated Hours Group Total
Active Directory Administration and Finance 10
Information Technology Services Administration and Finance 100
Office of Research* Research 40
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